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MAIN ISSUE: THE «BULLY» PROFILE

➢ The behavior is carried out voluntarily: the bully acts 
with the precise aim of dominating the other and 
damaging him. 

➢ The attacks are the result of cognitive planning

➢ Intention to harm and lack of compassion:

▪ the "persecutor" takes pleasure in insulting, beating 
or trying to dominate the "victim";

▪ she/he continues even when it is evident that the 
victim is very ill and distressed



ACTIONS

Flaming

Denigration

Harassment

Cyberbashing

Cyberstalking

Exclusion Exposure



(CYBER)BULLYING AND WELL-BEING

▸ Change in sleep-wake rhythm

▸Nightmares

▸ Changes in appetite

▸ Psychomotor agitation

▸ Tic

▸Widespread fears

▸Avoidance of group contexts

▸Headache

▸Gastrointestinal 
problems

▸Abdominal pain

▸Dermatitis

▸ Sadness

▸Apathy and disinterest 
widespread

▸ Fatigue and asthenia

▸Outbursts of unjustified anger

▸ Isolation



(CYBER)BULLYING TRENDS



THE «BIG PICTURE»

Videosurveillance cameras

Users’ devices

Social media

Data integration Computer vision and
Artificial Intelligence algorithms

Alarm



FIGHT AGAINST CYBERBULLYING IN ITALY:
THE LEGAL PERSPECTIVE
Legge 18 giugno 2017, 

n. 71, 

recante «Disposizioni a 

tutela dei minori per la 

prevenzione ed il 
contrasto 

del cyberbullisimo»



COLLECTING SIGNIFICANT DATA:THE BB-QUESTIONNAIRE

BullyBuster.pythonanywhere.com

G. Terrone, A. Gori, E. Topino, A. Musetti, A. Scarinci, C. Guccione, V. Caretti, The Link between Attachment and Gambling/Internet Addiction in
Adolescence: A Multiple Mediation Analysis with Developmental Perspective, Theory of Mind (Friend) and Adaptive Response, Journal
Personalized Medicine, vol. 11, no. 3, 2021; https://doi.org/10.3390/jpm11030228.

http://bullybuster.pythonanywhere.com/






THE BULLYBUSTER «PILLARS»

Group-level
behavior

Multimedia 
contents

Individual behavior

Victim Bully

Integrated view



INDIVIDUAL BEHAVIOR

TEXT ANALYSIS: 
AGGRESSIVE 
CONTENTS

KEYSTROKE DYNAMICS: 
WELL-BEING 
EVALUATION



IDENTIFYING WELL-BEING STATES WITH 
KEYSTROKE DYNAMICS

14

▪ A person using the keyboard is unaware that their
actions are being monitored resulting in an unbiased
typing rhythm

▪ We introduced a time-windowing approach that allows
analysing users’ writing sessions in different batches,
even when the considered writing window is relatively
small

▪ This is very relevant in the field of social media, where
the exchanged messages are usually very small and the
typing rhythm is very fast

Marrone S. and Sansone C. (2022). Identifying Users’ Emotional States through Keystroke Dynamics. In Proceedings of the 3rd

International Conference on Deep Learning Theory and Applications - Volume 1: DeLTA, ISBN 978-989-758-584-5, pages 207-214. DOI:

10.5220/0011367300003277



TEXT ANALYSIS: FEATURE EXTRACTION AND RESULTS

15

▪ We leverage 20 high-level features based on the
dwell time (i.e., the time elapsed between a key
press and the same key release), on the flight
time (i.e., the time elapsed between a key release
and the next key press) and on the D2D-time
(down to down, i.e., the time elapsed between a
key press and the next key press)



VERBAL ABUSE DETECTION

➢Design and implementation of a
Machine Learning system that identifies
cyberaggression in comments

➢ Creation of a vocabulary of Italian
words considering four types of
categories: Bad Words, Second Person,
Threats, and Bulling Terms

➢ Aggressive Italian Dataset: Creating
and labeling a balanced Italian
(aggressive and non-aggressive
comments)

1.Number of negative words (Dictionary of 540

negative words)

2.Number of "no/not“;

3.Uppercase: Boolean value that indicates

whether the comment is capitalized

4.Positive/negative weight of the comment:

positive and negative weight of the comment

within the range[0,1].

5.Use of the second person (24-word

Dictionary);

6.Presence of threats (314-word dictionary);

7.Presence of bullying terms (359-word

dictionary);

8.Comment Length.

FEATURE EXTRACTION



RESULTS

V. Gattulli, D. Impedovo, G. Pirlo, and L. Sarcinella, “Cyber aggressionand cyberbullying identification on social networks,” in ICPRAM.Scitepress, 
2 2022, pp. 644–651.



THE BULLYBUSTER «PILLARS»



DEEPFAKES

«An image or recording that has been convincingly
altered and manipulated to misrepresent
someone as doing or saying something that was
not actually done or said»

A deepfake is an image, or a video or audio
recording, that has been edited using an algorithm
to replace the person in the original with someone
else (especially a public figure) in a way that makes
it look authentic.
▸The fake in deepfake is transparent: deepfakes

are not real.
▸The deep is less self-explanatory: this half of the

term is specifically influenced by deep learning—
that is, machine learning using artificial neural
networks with multiple layers of algorithms.

Merriam-Webster dictionary



DEEPFAKES AS A THREAT

https://www.bbc.com/news/technology-56404038

https://ars.electronica.art/center/en/obama-deep-fake/

https://www.bbc.com/news/technology-56404038
https://ars.electronica.art/center/en/obama-deep-fake/


HANDLING SCALE AND COMPRESSION

S. Concas, G. Perelli, G.L. Marcialis, G. Puglisi, Tensor-based deepfake detection in scaled and compressed images, 29th IEEE Int. Conf. on Image Processing

(ICIP 2022), 16-19 October, 2022, Bordeaux (France), pp. 3121-3125, DOI: 10.1109/ICIP46576.2022.9897606



RESULTS



ANOMALOUS EVENTS DETECTION IN CROWDS

Violent behaviors



FEATURE EXTRACTION AND DESCRIPTION

FRAME 
SEGMENTATION –

GROUP 
IDENTIFICATION

Group dynamics: 
aggregation and 

disgregation
measurements

Descriptor of the group 
dynamics

Analysis of the system 
response: false alarms

and true alarms

G. Orrù, D. Ghiani, M. Pintor, G.L. Marcialis, F. Roli, Detecting Anomalies from Video-Sequences: a Novel Descriptor, IEEE/IAPR 25th 

Int. Conf. on Pattern Recognition (ICPR 2021), Milano (Italy), 10-15th, Jan., 2021, https://arxiv.org/abs/2010.06407, 

DOI: 10.1109/ICPR48806.2021.9412855



RESULTS

MC – Manual counting

COF – Clustering of Optical Flow

CD – Cascade Detector

BD – Blob Detection

Motion-Emotion Data set



INTEGRATED VIEW



DEMO TIME



DEMO TIME



DEMO TIME



DEMO TIME



THE BULLYBUSTER TOOL
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